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Universal Declaration of Human Rights (Art. 6)

“Everyone has the right to be recognized as a person before
the law”

Convention on the Rights of the Child (Art. 7)

“The child shall be registered immediately after birth and
shall have the right from birth to a name, the right to
acquire a nationality[...]

International Convention on Civil and Political
Rights (Art. 25(b))

“Every citizen shall have the right and the opportunity/
to vote and be elected at genuine periodic election...”
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1B e * 16.9 By 2030 provide legal identity for all including free birth

AND STRONG . o
WSTIUTORS registrations

Y,

- * Legal identity is acknowledged to be catalytic for achieving at
least 10 of the Sustainable Development Goals.
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Leave no one behind (LNOB) is the central, transformative
promise of the 2030 Agenda for Sustainable Development and its
Sustainable Development Goals (SDGs).

It represents the unequivocal commitment of all UN Member States to
eradicate poverty in all its forms, end discrimination and exclusion,
and reduce the inequalities and vulnerabilities that leave people
behind and undermines the potential of individuals and of humanity as
a whole.
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Eoom s Why Legal [and Digital] Identity Matters?

T

1billion

people are
estimated to lack a
legally recognized
form of ID
3udo nano /private/etc/hosts.

*  COVID-19 pandemic
uncovered the greater need
to increased remote
services,

3.2 billion

have some
form of ID and
adigital trail

3.4 billion _,if

people have some form \_—/
of ID but no digital trail o

* Fast-paced transition

Digital ID can unlock value by promoting inclusion,

towards digitization, even
in resource_poor Countries, formalization, and digitization. For example:
. O
» Digital ID can unlock 3 o 0
. 45% 1.7 billion 90%
Opportunltles fOI‘ the mOSt of women aged 15+ in people globally could gain of custom:
low-income countries lack ID access to financial services costs coul
while only 30% of men do be reduc?

vulnerable populations

https://www.mckinsey.com/business-functions/mckinsey-digital/our-insights/infographic-¥
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Lack of Legal [and Digital] Identity hits the most vulnerable:

v’ Inability to enter legal transaction with public authorities or
individuals (including commercial services)

v’ Inability to access formal education and health services [proof of ID is
requested]

v Lack of protection for buying, selling, registering or inheriting
property

v’ Inability to travel internationally

v’ Inability to vote or be elected to office ’

v' Exposure to trans-border crime or terrorism ,
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Lack of Legal [and Digital] Identity hits the most vulnerable:

v' Impediment to entering contractual agreements with commercial
entities

v’ Inability to open a bank account, or enroll in a health insurance plan or
get cash transfers

v Impediment to enter work force and enroll as a taxpayer [Legal ID is a
precondition]

v" Obstacle in purchasing or registration of mobile phone SIM card
v’ Inability to access public services (including online). g

¢
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* According to Juniper Research”

“The number of people using government-issued digital identity credentials is
expected to grow by 150 percent from 1.7 billion [in 2019] to more than 5

billion by 2024, according to a new report on mobile biometric technologies,
digital identity apps, and civic digital identity”.

“[Thel] report predicts that mobile network operator revenue from digital
identity will reach $8.1 billion in 2025, up from just $1.3 billion in 2020.

f

Source: https://www.juniperresearch.com/researchstore/fintech-payments/digital-identity-researc
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Legal ID

v'An agreed common definition:

v’ Basic characteristics of an individual’s identity
[e.g., name, sex, place and date of birth]
conferred through registration and the
issuance of a certificate by an authorized civil
registration authority following the occurrence
of birth,

v'Linked to civil registration system

v'Legal ID is retired by the issuance of
death certificate be registration authority

https://unstats.un.org/unsd/statcom/51st-session/documents/BG-Item3k-Overview-E.pdforg)

Legal vs Digital IDs

Digital ID

v'No universally adopted definition

v Understood to be a unique and constant
identity — a virtual identification card —
assigned to individuals that authenticates
them as users of all their portable digital
devices, both in the digital world, such as
online banking, commerce, and in the
physical world whenever such identification
may be required

v’ Involves biometrics, such as fingert"
iris scanning /
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Figure |
Civil registration and vital statistics system

Who you are

Complementary/
interim sources

Live births Health ( w q
services o
Deaths )| cvi

registration,

@@ Fingerprint

Population census.

Fetal deaths including population vital What you know
registers statistics IRIS @
. Authorized Principles: ) 1234
Marriages institutions ‘ P - Main features: o
+ Compuisory Koepitation) Face Hello123( What you have
* Universal Processing ello

« Continuous Quality control Password

= Confidential Dissemination

Divorces Smart

Card

Annulments

Judicial Courts
separations

Health records

Judicial

Adoptions institutions

P
; Voice ?))) ALB2C3
e ;/ Verified Sequence ﬁ
24 Worc Mobile
Seed Phras '
Legitimation National
identification
Recognition Electoral lists
Passports
Source: Principles and Recommendations for a Vital Statistics System, Rev. 3, para. 26.
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Legal ID
* Transmission and encryption:

Figure | v Hard-copy format to electronic => possible
Civil registration and vital statistics system data breach durln trangmiggion (poggible

solution is encryption)
(o 7 S 7 Complementary/
Live births s interim sources ¢ Stora ge:
Deaths -l . . .
ren ol Popultioncensis v Scanning old records and entering their
sl e — regiters statistcs * data (Not discarding/abandoning
Authorized —— .
Marriages institutions | M| PP B i eaures: * Retention:
« Compulsory Compilation ‘Additional v . .
—  onivrss Processing adminisrative Server space, information management
Divorces « Continuous Qualty contral sources strategy, clarity on whether, when and how
» Confidential Dissemination Coronary d . t d d 1 t ) d b
Anmulments =) polls igitizeéd and électronic records may be
Registries destroyed, etc.
Judicial Courts Health records
separations . L - e * Authenticity:
Adoptions | v methods to ensure authenticity, stolen
Legitimation Natiorl certificates, etc.
lentification
Recsgpnics S + Confidentiality of individual’s informy
Source: Principles and Recommendations for a Vital Statistics System, Rev. 3, para. 26. v robust securi setups, multilay

protection, access to registers

https://unstats.un. - d-Methods/files/Hal
|
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Scale and coverage

Does not always coincide with Legal ID
* Biographicinformation e.g. a user’s name or age

e AtrustedID document is needed

have a greater impact
(data not replaceable)

Scaling and Securing Digital ID systems

Risk of data misuse
or breach; incidents

Risk of ‘physical’
verification tools
being compromised

ﬂw you are I
{/F_ﬁ\\ Fingerprint

%

)

@ Face

Voice ?)))

Third-party

issue

\ AlIB2C3
Verified Sequence
Seed Phras

supervision might be

I The process of retiring a Digital ID varies/unclear &

required in case of an

What you know
IRIS @

Hello123

Password

24 Worc

What you have

Smart
<
Card

Mobile I
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National Level

»
© Australian Buresis of Statisics, GeaNames, NLCrosoft, Navinfo, Dpenstreetiiap, TormTom

]

IDs

owered by Bing

Digital IDs in 193 UN Member States

Findings 2020 and2022:
(193 UN Member States)

o 137 countries with digital ID,
of which

13 countries that have

newly implemented

digital ID:

28 countries with
ongoing Digital ID

initiatives

o 56 countries with no digital

g

(

Source: UN DESA E-Government Survey 20;
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Europe

Asia

Oceania 14%
0% 10% 20%
Legislation on Digital ID (MSQ Data), 2022
160 137
140
120
100 90 76
80 R ——
60 e AR
40 AT LA,
2 e
0 REAZAZAZA AR
Digital ID (autentification) is  There is a legislation, law or National e-government
required to access online regulation on digital identity strategy makes specific
services reference to national digital

I identity

L L™ 3
Africa
I 31%
‘ '_ o Americas 31%

o InOceania only 2 countries (

Eoia Attare Digital IDs in 193 UN Member States

There s legislation, law or regulation on digital identity

(percent of countries by region, 2022

72%

33%

30% 40% 50% 60% 70% 80%

on Digital IDs

o In Africa and the Americas abg '

countries have such legislati

region have legislation on Dig
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Source: UN DESA E-Government Survey 2022

Europe and Asia regions are leadingin
percentages on countries with legislation

88%

90% 100%
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Narional Lave| —
o 1
Source: UN DESA E-Government Survey 2022
Digital ID (autentification) is required to access online services
200
180
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140 125
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100 94
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20
0
. National level Natinal level Local (municipal) level ~ Both national and local
- 2022 levels 2022

| e 2020 2022
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Differences: ULegislative gaps:

Privacy and data protection legislation

o In developed countries, mostly (193 UN Member States)
an upgrade from already existing
physical ID systems o

Dratt legisiation

o In developing/least developed
countries the implementation of
an identification system, in some
cases, is directly made under
digital form, leapfrogging
physical ID

No Laghlation

With legisiation

Significant obstacles remain in internet connectivity, penetration rates, , affor/

Source: UN DESA research and UN MSQs)
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e-Estonia C—1CENT 1-[_3/
Alll Estonians, no matter where they happen to live, have a state-issued digital identity. This electronic identity
system, called elD, has existed over 20 years and is the cornerstone of the country’s e-state. e-ID and the

ecosystem around it is part of any citizen’s daily transactions in the public and private sectors. People use their e-

IDs to pay bills, vote online, sign contracts, shop, access their health information, and much more.

Estonians can use their e-ID via state-issued identity or ID-card, using Mobile-ID on their smartphones, or the
application Smart-ID. Holders of a digital identity need not be Estonian residents anymore however. Sig
Estonia has also offered a program called e-Residency for anyone who wishes to become an e-re;

and access its diverse digital services, regardless of citizenship or location.

19
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Since the outbreak of the war in Ukraine in February 2022, the Polish authorities have taken
immediate action so that Ukrainian war refugees could apply for a Polish national ID Number
which allows them to fully benefit from the assistance offered by the Polish central and local -
government units, such as gaining access to the national healthcare system and educational
system under the same conditions as the Polish citizens. The process of assigning the PESEL
identification number in a non-discriminatory way (i.e., it is assigned in the same way to Ukrainian
citizens and to the Polish). The ID number, known as PESEL, was made available to Ukrainian
refugees as soon as just three weeks after the war in Ukraine has broken out. Any refugee can
register at any commune office by submitting a filled-in application form and a photograph.
Ukrainian citizens who are over 18 years old can also create a Profil Zaufany (Trusted Profile), to
allow them to use public administration services online as some services are available exclusively
on the Internet. Within first weeks there were over 270k new Trusted Profiles registered.
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@ philsys.gov.ph | > |

PSA Philippine
Identification System

1.3M followers - 1 following

Philippines

» PhilSys, the foundational identification
system that aims to provide a valid proof of
identity for all citizens and resident aliens
as a means of simplifying public and
private transactions, was signed into law in
August 2018.

* Aimed at completing the enrollment of the

population by 2023
* Privacy-by-Design feature

» Data Governance Framework, will further
outline the privacy and data protection
protocols and standards that will govern
PhilSys operations

* Institutional Framework: National Privacy
Commission (NPC) and the Department
Information and Communications
Technology (DICT), who have the ma
and capability to secure and protect t
data

+ Digital IDs unlock great opportunities [banking
commerce, remote services, collaboration, etc.], but
they rely on robust Legal IDs systems

Key
takeaways:

+ Emerging technologies [e.g. blockchain, Al] can
improve data processing, verification, and
authentification processes

+ Use of biometric data is increasing for identity
verification, but it is not risk-free [risk of data misuse
or breach]

+ Data and privacy protection is priority when
implementation and management of digital ID

+ Partnerships between public and private se
well as with international actors and acade
more efficient digital ID solutions
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* United Nations Secretary-General’s report on “Our Common Agenda”
* Secretary General’s Roadmap for Digital Cooperation
* UN E-Government Survey 2020 and 2022

* Handbook on Civil Registration and Vital Statistics Systems: Management, Operation and
Maintenance, Rev. 1,

e Report of the Secretary-General on introduction of the UN Legal Identity Agenda — a Holistic
Approach to Civil Registration, Vital Statistics and Identity Management (approved by ECOSC in June
2020)

* Overview of the United Nations Legal Identity Agenda (approved by ECOSC in June 2020)

e UNCT Operational Guidelines on UN LIA implementation

e United Nations Legal Identity Agenda Task Force Guidelines: Maintaining Civil Registration and V:*+~1
Statistics during the COVID-19 Pandemic (living document, to be updated)

e Guidance to UNDP Country Offices on the privacy, data protection and broader human ri
dimensions of using digital technologies to combat Covid-19 %

e UN Legal Identity Agenda website
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Gracias

Arpine Korekyan

Digital Government Branch, DPIDG/UNDES
Email: korekyan@un.org
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