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The National Cyber Security Policy of aims to 
enhance the country's cybersecurity capabilities 
to protect its institutions, environment, resources, 
and people. The policy is organized around several 
key goals:

• Establishing a coordination mechanism and 
specialized institutions for cybersecurity.

• Developing national capability and capacity, 
improving cyber knowledge and skills, and raising 
awareness of cyber safety among stakeholders.
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The policy involves the development of a 
National Cyber Security Strategy covering 
the:

• protection of information systems 
• fighting cybercrime
• legal and regulatory framework 

development
• promoting digital trust
• national and international coordination. 
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Other key points in the policy include:

• Establishment of a National Cyber Security Agency (NCSA) 
to coordinate government activities related to 
cybersecurity.

• Development of a National Cyber Security Legislation to 
implement the policy's goals.

• Recognition of the vulnerability of cyberspace to physical 
and cyber threats.

• The need to report cyber incidents, coordinate 
certification and accreditation of cybersecurity 
professionals, and improve cybersecurity laws and 
regulations.

• Protection of critical infrastructure from cyber threats.
• Collaborating with partners to identify and mitigate cyber 

risks effectively.
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Overall, the policy outlines a comprehensive 
approach to strengthen Papua New Guinea's 
cybersecurity posture and protect against a range 
of cyber threats to both its national security and 
critical infrastructure. Creating a more 
cybersecurity Resilient nation. 



Digital Government Act 2022
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➢ Section 18
- The National Cyber Security Center (NCSC) is 

established
- NCSC is jointly operated by DICT, Defense, Police,  

Justice,  National Intelligence Organization and    
PMNEC

➢ Section 19
- Functions of NCSC

➢ Section 21(2)(e)
- NCSC is declared as a Critical Digital Infrastructure

➢ Section 55
- NCSC approve technology cyber safety and security 
for Public body to an Internet Services Provider



CYBERSECURITY IN THE DIGITAL GOVERNMENT PLAN 
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2023
- National Cyber Security Center is 

Operational 
- Cybersecurity standards establish

2026
- Cyber Resilience Matures
- PNG to be Cybersecurity Leader in the 

Pacific Region with the index rating 
with top 30 globally 

Approved

by NEC 



Digital Government Cyber Security Standards
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➢ Implementation of the Digital Government Act 2022 (section 19)

➢ Draft under internal Review 
➢ The six goals are 1. Governance, 2. Risk Management, Preparedness & Resilience, 

3. Critical Infrastructure & Essential Services  4. Capability & Capacity Building and 
Awareness raising 5. Legislation and Regulations 6. international Cooperation

National Cybersecurity Strategy. 

Other Frameworks
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CYBER 
RESILIENCE 
FOR 
GOVERNMENT
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NATIONAL CYBER SECURITY CENTER OPERATIONS

NCSC SERVICES 

➢ Endpoint Protection for PC and 
Server (Available)

➢ Network Protection (Available)
➢ Cloud Security Monitoring 

(Available)
➢ Email Protection (coming soon)
➢ Online Training (Available)
➢ Cybersecurity Consultation 

(Available)
➢ SIEM and MDR (Available)
➢ Incident Handling Practices 

(Schedule by NCSC)
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ENDPOINT PROTECTION

Statistics shown in Security information and event 
management (SIEM)
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NATIONAL CYBER SECURITY CENTER OPERATIONS



THANKYOU
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