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1. Introduction 

Domain names are an important asset as it is an identity for an individual, an organization, a 
business and or government entities in the digital world. As part of the digital transformation, 
standardizing domain names is very important as it will help the government in its coordination 
and administration of technology. It is equally important considering the evolving technology and 
the need for the government as well as private and business entities to be at par with the rest of 
the world where some of them are already becoming more reliant on websites to conduct their 
businesses. Equally important is the protection of websites and digital services online from 
cybersecurity threats and issues, making the need for the ‘Domain Name Standard’ a necessary 
requirement. 
 
Much like a business name, a domain name must be registered before you can use it. There are 
many different types of domain names, and different registration rules apply. The .gov.pg domain 
for example is reserved for use by Papua New Guinea Government Departments and Agencies. 
 
 
A domain name can be used for different things, for example it can be used for a website, email 
address or to identify your brand.  An example of a website domain name is www.ict.gov.pg. It is 
a string of text that maps to a numeric IP address, used to access a website from client software. 
In simple English, a domain name is the text that a user types into a browser window to reach a 
particular website. For instance, the domain name for Department of Information and 
Communication Technology (“DICT”) website is ict.gov.pg. The actual address of a website is a 

complex numerical IP address (e.g. 103.21.244.0), but thanks to domain name system (“DNS), 
users are able to enter human-friendly domain names and be routed to the websites they are 
looking for. This process is known as a DNS lookup. 

A web address otherwise known as uniform resource locator (URL) contains the domain name of 

a site as well as other information, including the transfer protocol and the path. For example, in 

the URL https://ict.gov.pg/shared-services/, ict.gov.pg is the domain name, while ‘https’ is the 

protocol and /shared-services/ is the path to a specific page on the website. 

Domain names are typically broken up into two or three parts, each separated by a dot. When 

read right-to-left, the identifiers in domain names go from most general to most specific. The 

section to the right of the last dot in a domain name is the top-level domain (TLD). These include 

the ‘generic’ TLDs such as ‘.com’, ‘.net’, and ‘.org’, as well as country-specific TLDs like ‘.pg’ and 

‘.au’. 

To the left of the TLD is the second-level domain (2LD) and if there is anything to the left of the 

2LD, it is called the third-level domain (3LD). So for ict.gov.pg, the 2LD is ‘ict’. 

A Domain Name System (DNS) translates human readable domain names (for example, 

www.ict.gov.pg) to machine readable Internet Protocol (IP) addresses (for example, 192.0.2.1). 

All computers on the Internet, from your smartphone or laptop to the servers that serve content 

for massive retail websites, find and communicate with one another by using numbers. These 

numbers are known as IP addresses and an IP address is necessary to find the appropriate 

Internet device - like a street address is used to find a particular home. When a user wants to 

load a webpage, a translation must occur between what a user types into their web browser 

(ict.gov.pg) and the machine-friendly address necessary to locate the ict.gov.pg webpage. 

http://www.ict.gov.pg/
https://ict.gov.pg/shared-services/
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DNS servers translate requests for names into IP addresses, controlling which server an end user 

will reach when they type a domain name into their web browser e.g typing in https://ict.gov.pg. 

Web browsers interact through IP addresses that facilitate communication over the internet.  Each 

device connected to the Internet has a unique IP address which other machines use to find the 

device. DNS servers eliminate the need for people to memorize IP addresses such as 

192.168.1.1 (in IPv4), or more complex newer alphanumeric IP addresses such as 

2400:cb00:2048:1::c629:d7a2 (in IPv6). 

 

2. Policy  Mandate 

 

The Domain Name Standard takes its cue from the PNG Digital Transformation Policy where all 

government departments are required to have their domain name ending with .gov.pg.  

In accordance with the objectives of the PNG Digital Transformation Policy (2020), the 

Government of PNG (GoPNG) Domain Name Standard establishes the coordination and 

governance framework for the effective standardization of the .gov.pg domain.  

 

 

3. Objectives 

Domain names are an important asset as it is an identity for an individual, an organization, a 

business and or government entities in the digital world. In today’s era of digital transformation, 

government, private and business entities are becoming more reliant on websites to conduct their 

activities. There is an increase in the demand for websites and consequently an increase in 

demand for domain names. Equally important is the protection of websites and digital services 

from cybersecurity threats and issues, making the need for this standard a necessary 

requirement. 

The key objectives of this standard consistent with the Digital Transformation Policy (2020) are 

to:  

 

 ensure consistency and effective coordinated management of assigning ‘domain 

names’; 

 

 govern and manage the creation of “.gov.pg” domain names; 

 

 enforce the use of “.gov.pg” in Papua New Guinea for all domains used by government 

or public agencies; and 

 

 promote the GoPNG brand for all PNG public sector online information and services and 

present them as the authoritative sources of trusted and accurate content. 
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4. Scope 

 

This Standard applies to the use of any existing domain name or new domain name for any 

purpose by a Papua New Guinea public sector entity, and the management of any such “.gov.pg” 

domain name. 

  

This Standard must be read in conjunction with the”. gov.pg” domain policies. 

 

Only Papua New Guinea public sector entities can apply for a “.gov.pg” domain name. A Papua 

New Guinea public sector entity refers to an entity established by or under an Act of Parliament 

or government regulation as a government department or agency; a local government entity; a 

statutory authority; or other government body or agency. 

 

However, Government primary and secondary schools and institutions (but excluding tertiary 

institutions) can apply only for “.edu.gov.pg” domain names. 

 

This Standard does not apply to the following domains: 

● Registration and management of non-government domain names such as: “.com.pg”, 

“.net.pg,” and “.edu.pg. 

● Registration and management of “.ac.pg” domain names, which are applicable to tertiary 

Institutions (e.g. Universities, colleges, TAFEs). The application and registration of “.ac.pg” 

domains are done through the PNG education services (e.g. unitech.ac.pg).  

● Registration and management of domain names by non-Papua New Guinea Government 

entities. 

 

 

 

 

 

 

5. Requirements 

 

8.1  Papua New Guinea public sector entities requiring a new domain name for any purpose1 

must register their domain names within the “.gov.pg” domain.  

 

                                                             
1 A domain name can be used for a website, email address, brand and other specialised online functions such as 

virtual servers and identity management. 
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8.2  Papua New Guinea public sector entities requiring a domain name for a new website must 

also comply with the Papua New Guinea Digital Government Services - Website 

Standards and Best Practises Guidelines. 

 

8.3  Papua New Guinea public sector entities must immediately cease using any domain 

names (including any associated subdomains) that are not authorized by this Standard, 

unless approved and authorized by the Department of Information and Communication 

Technology (DICT).  

 

However, a grace period to be determined by DICT will be allowed to make sure that Papua 

New Guinea public sector entities are aware of the requirements for using existing and new 

domains. After the grace period ends, DICT will instruct the administrator of the “.pg” domain 

to remove the records of any Papua New Guinea public sector entity that has not complied 

with the requirements of this Standard during the grace period. For those Papua New Guinea 

public sector entities that are using domains outside of “.pg”, fines will be established for any 

failure to transfer those domains to the government operated domain.   

 

6. Approval Authority and Assessment of Domain Name Applications 

 

9.1  The Papua New Guinea University of Technology (Unitech) on behalf of DICT manages 

the “.pg” Country code Level Domain (CCTLD) and the “.gov.pg” Government Domain. 

The GoPNG has authorized and specifically delegated the responsibility to Unitech to 

enforce this Standard, which includes assessing applications for registration of domain 

names for Papua New Guinea public sector entities.  

 

9.2  Unitech will not register domain names that do not comply with this Standard. 

 

9.3  The DICT is the PNG Domain Name Administrator (PNG DNA) for GoPNG. DICT may 

request information from a domain name registrant if more information or clarification from 

the registrant is required for the purpose of enforcing compliance with this Standard. A 

registrant must comply with any request. 

 

9.4 Any approval by Unitech in relation to a domain name to be used by a Papua New Guinea 

public sector entity is subject to the approval of the relevant Director General or equivalent 

delegated authority. 

 

9.5 Papua New Guinea public sector entities must provide evidence that an application for 

registration of a new domain meets the domain name policies and standards and the website 

considerations set out in the Papua New Guinea Digital Government Services - Website 

Standards and Best Practises Guidelines, including providing a valid reason and purpose for the 

new domain. Otherwise, the application for registration of a domain name will be rejected. 

 

https://www.wa.gov.au/government/publications/website-standard
https://www.wa.gov.au/government/publications/website-standard
https://www.wa.gov.au/government/publications/website-standard
https://www.wa.gov.au/government/publications/website-standard
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7. Domain Name Considerations 

The table below sets out information relevant to applying for registration of new domain names for 

different purposes by Papua New Guinea public sector entities 

 

 

Business need Considerations and recommendations 

To register a new domain 

name for an entity’s new 

website  

Before applying for a new domain name for the purpose of a new website, 

please refer to the Papua New Guinea Digital Government Services - Website 

Standards and Best Practises for website requirements. 

 

Entity websites generally take on a third level domain name. For example, 

ict.gov.pg, finance.gov.pg, treasury.gov.pg 

 

Papua New Guinea public sector entities operating in a commercial or semi-

commercial environment may apply for a non-Papua New Guinean government 

domain (e.g..com.pg).  

  

Papua New Guinea public sector entities looking to protect against the use of 

high-profile government ‘brands’ in other domain spaces, can register extra 

domains outside of the Papua New Guinean Government domain (for example 

papuanewguinea.com). However, these domains should be parked at the 

entity’s hoster and the entity should only promote the Papua New Guinean 

government domain. 

  

To register a new domain 

for a specific topic or 

initiative that is owned by 

an entity 

It is not necessary to have a separate domain name for each product or service 

that the entity offers.  

 

High-profile entity-specific initiatives or entity specific initiatives at a whole of 

government level may warrant a separate domain name or short URL for 

promotional purposes, which can redirect to the content within the .gov.pg 

website or entity website. 

 

Either a subdomain or subdirectory can be set up for this.  

 

 

 

 

Set out below are examples of a subdomain and a subdirectory. 

 

Category Example 

Existing parent domain  

 

mainroads.morobe.gov.pg 

(this is an example of a fourth level 

domain name) 

Subdomain 

(e.g. new-

initiative.agencyname.prprovince.go

v.pg; new-initiative.gov.pg) 

Travelmap.mainroads.morobe.gov.pg 

(this is an example of a fifth level 

domain name) 
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Typically known as sub-websites, 

subdomains are indicated by the 

section to the left of the parent 

domain.   

‘travelmap’ is a subdomain of 

‘mainroads.province.gov.pg’ 

Subdirectory  

(e.g.  

agencyname.province.gov.pg/new-

initiative; province.gov.pg/new-

initiative) 

In its simplest form a subdirectory is 

a folder within your website.  It is 

part of your existing website. 

mainroads.province.gov.pg/UsingRoad

s  

 

‘UsingRoads’ is a folder within the 

mainroads.province.gov.pg website. 

 

whole-of-government campaigns (i.e.: politically oriented campaigns) or 

advertising websites are required to adhere to the PNG Digital Government 

Transformation Policy and related policies.  

To register a domain 

name fora division or 

business unit within an 

entity              

An entity’s website structure should be based on the services it offers rather 

than by its organisation structure. 

To register a domain 

name for a new website 

for a provincial 

government entity.  

Provincial government entities are not within the scope of the Digital Services 

Policy and the Digital Services Policy Framework. 

 

However, provincial government entities can apply for the .gov.pg domain. 

 

Examples include: 

● Morobe Province - mp.gov.pg 

● Jiwaka - jwk.gov.pg 

To register a domain 

name for a new website 

for a local level 

government (LLG) 

entity.  

Local  Level Government (LLG) entities are not within the scope of the Digital 

Services Policy and the Digital Services Policy Framework. 

 

However, provincial government entities can apply for the province.gov.pg 

domain. 

Examples include: 

 

● Morobe Province – district.mp.gov.pg 

● Jiwaka – district.jwk.gov.pg 

 

*Province and District are represented by a name and will be inserted 

 

 

https://www.wa.gov.au/government/publications/digital-services-policy
https://www.wa.gov.au/government/publications/digital-services-policy
https://www.wa.gov.au/government/document-collections/digital-services-policy-framework
https://www.wa.gov.au/government/publications/digital-services-policy
https://www.wa.gov.au/government/publications/digital-services-policy
https://www.wa.gov.au/government/document-collections/digital-services-policy-framework
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8. Applying For A “.gov.pg” Domain Name 

 

To apply for registration of a “.gov.pg” domain name, follow the steps set out below: 

 

 

1. Check the requirements of the domain name requested to see whether it complies with: 

(a) this Standard; and 

(b) “.gov.pg” domain name eligibility and allocation policy criteria. 

 

 

2. Check the availability of the proposed domain name using the “.pg” Who is Lookup 

 

 

3. If the proposed domain name satisfies the criteria set out t in steps 1 and 2, proceed with the 

registration by completing the application for registration of a domain name, which is set out in the 

Schedule to this Standard. 

 

4. The PNG DNA will assess the application for registration of a domain name and advise the domain 

name applicant whether the registration has been accepted or refused. 

 

9. Related Policies and Standards 

 

For guidance on a domain name for the purpose of a new website, refer to the Papua New Guinea Digital 

Government Services - Website Standards and Guidelines. 

 

This standard should be read in conjunction with the PNG Digital Transformation Policy, and other relevant 

policies, standards and guidance materials. 

 

For guidance and information on name server changes, transfer of existing domain names and how to 

decommission domain names, refer to the relevant PNG DNA webpage. 

 

10. Additional Information 

9.1 Implementation Schedule 

I. This standard is effective from 01. 10. 2022. All government departments and agencies 

must meet the requirements by 01. 02. 2023. 

 

II. All government department and agency must adopt the domain name standards by 01.06. 

2023. 

9.2 Assessment and Report 
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I. Each government department and agency to which these standards apply should be 

prepared, when notified by DICT, to: 

 

 Submit a conformance report on its level of conformance with the following 

standard. 

 

 In circumstances of low-level non-conformance with these standards, submit a 

report to DICT on its assessment findings and an action plan regarding any areas 

of non-conformance on how and when it intends to comply with the standard. 

 

9.3 Supporting Guidelines: 

I. DICT may issue supplemental standards and guidelines to support this domain name 

standards. 

 

 

 

 

 

 

 

 

 

 

11. Appendix 

 

Appendix 1 Terms and Definitions 

 
Authoritative nameserver The authoritative nameserver is the last stop in the nameserver query. If 

the authoritative name server has access to the requested record, it will 

return the IP address for the requested hostname back to the DNS 

Recursor (the librarian) that made the initial request.2 

 

 
Autonomous Systems 
(AS) 

are like individual post office branches and then mail boxes throughout 

the town, but the mail in those boxes must go through the local post office 

before being routed/delivered to boxes or to other addresses. The internal 

routers within an AS are like mailboxes, they forward their outbound 

transmissions to the AS, which then uses BGP routing to get these 

transmissions to their destinations. Since the structure of the Internet is 

constantly changing, with new systems popping up and existing systems 

                                                             
2 Cloudflare Learning Center, https://www.cloudflare.com/learning/dns/what-is-dns/ 
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becoming unavailable, every AS must be kept up to date with information 

regarding new routes as well as obsolete routes. This is why these routes 

and systems are constantly being updated. It is the BGP’s role to keep 

these tables up to date. Problems occur when the BGP removes routes 

from a database. When this happens, the website and all its connected 

properties and services become unreachable as their location disappears 

and systems have no idea how to reach or connect to them. Without BGP, 

the Internet routers have no idea what to do or where to route data or any 

network.  

Every ASN needs to announce its prefix routes to the Internet using BGP; 

otherwise, no one will know how to connect and where to find that 

network. 

 

 
Border Gateway Protocol 
(BGP) 

is the postal service of the Internet. the postal service chooses a fast and 

efficient route to deliver letters to its recipient. Similarly, when someone 

submits data across the Internet, BGP is responsible for looking at all of 

the available paths that data could travel and picking the best route, which 

usually means hopping between autonomous systems. As such, BGP is 

the protocol that makes the Internet work. It does this by enabling data 

routing on the Internet. 

BGP allows one network to advertise its presence to other networks that 

form the Internet. However, when a network stops announcing its 

presence or takes itself offline, Internet Service Providers (ISPs) and 

other networks can’t find that particular network and so it is unavailable. 

 

 
Country-code TLDs Country-code TLDs (ccTLDs) are an Internet top-level domain generally 

used or reserved for a country, sovereign state, or dependent territory 

identified with a country code. They are reserved for use by countries, 

sovereign states, and territories. Some examples are ‘.pg’ (Papua New 

Guinea), ‘.au’ (Australia), and ‘.UK’ (United Kingdom). The Internet 

Assigned Numbers Authority (IANA), which is run by ICANN, is in charge 

of picking appropriate organizations in each location to manage ccTLDs. 

All ASCII ccTLD identifiers are two letters long, and all two-letter top-level 

domains are ccTLDs. While gTLDs have to obey international regulations, 

ccTLDs must comply with requirements that are determined by each 

country’s domain name regulation corporation. IANA is responsible for 

determining an appropriate trustee for each ccTLD. Administration and 

control are then delegated to that trustee, which is responsible for the 

policies and operation of the domain. 

With over 150 million domain name registrations, ccTLDs make up 40% 

of the total domain name industry.  
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DNS recursor The recursor can be thought of as a librarian. Just as you would enter a 

library and ask for a particular book, the DNS recursor is a server 

designed to receive queries from client machines through applications 

such as web browsers. 

 
Domain name 

A string of text that maps to a numeric IP address, used to access a 

website from client software. In plain English, a domain name is the text 

that a user types into a browser window to reach a particular website. For 

instance, the domain name for DICT’s webpage is ict.gov.pg 

 

 
Fourth level domain The next level down from the third level in the DNS hierarchy is the fourth 

level domain. The Ministry of Information & Communication Technology 

website plans soon to use a fourth level domain. Examples include: 

ministry.ict.gov.pg and school.edu.gov.pg (government school). 

 

 
Generic Top Level 
Domains 

In 2008 ICANN expanded the number of TLDs to include other domains 

such as internationalized domains, i.e., domains in native scripts (non 

Latin or ascii) and other generic phrases such as .museum, .photography. 

Generic TLDs (gTLDs) are some of the more common domain names on 

the web, such as ‘.com’, ‘.net’, and ‘.org’.      

 

 
Root nameserver The root server can be thought of as an index in a library that identifies 

different racks of books - typically it serves as a reference to other more 

specific locations. 

 

 
Second Level Domain Below the TLD is the second level domain. Examples of second level 

domains include: .com.pg, gov.pg, net.pg. 

 

 
Third Level Domain Directly below the second level in the DNS hierarchy is the third level 

domain. The Department of Information & Communication Technology 

generally uses the third level domain, for example, ict.gov.pg, edu.gov.pg, 

telikompng.com.pg, datanet.net.pg and emtv.com.pg. 

 

 
TLD nameserver The top level domain server (TLD) is the next step in the search for a 

specific IP address, and it hosts the last portion of a hostname, such as 

.gov. 
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Sponsored TLDs These TLDs typically represent professional, ethnic, or geographical 

communities. Each sponsored TLD (sTLD) has a delegated sponsor that 

represents that community. For example, “.eu” is meant to be used by 

people living in countries that are members of the EU. “.int” is meant to 

be used by people working for international organizations and is mostly 

used by the ITU. 

 

 
Subdomains Domain names below the second level are often referred to as 

subdomains. Subdomains include third level domains and fourth level 

domains. 

Example 1: ict.gov.pg ‘ict’ is a subdomain of the ‘gov.pg’ domain. 

Example 2: ministry.ict.gov.pg ‘ministry’ is a subdomain of the ‘ict.gov.pg’ 

domain. 
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