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1. INTRODUCTION
The Government of Papua New Guinea recognizes that the use of ‘Cloud Services’
has the potential to improve Government service delivery and enhance commercial
and business activities. The Government has adopted an overarching ‘Digital
Transformation Policy' in 2020 and is making a strategic shift to cloud usage
through the use of public and private cloud services.
Cloud computing is a mature and stable technology and tool for commoditizing
computing resources. The Government Cloud (GC) Policy provides guidance and
direction to PNG Government departments and agencies in making use of
Government Cloud Infrastructure (GCI) services.
The Policy provides for a certain degree of coordination among Government
departments/agencies at national and sub-national level to ensure consumption of
cloud services is efficient, secure, and sustainable therefore, facilitating a better
collaboration and partnership between Government-to-Government, Governmentto-Business and Government-to-Citizens.
The Government Cloud Policy will ensure the Government embraces and benefits
from the available cloud services, determining the appropriate future usage of
cloud services and properly coordinating the use of cloud services. The Department
of Information and Communications Technology (DICT) as the mandated
coordinating agency as per NEC decision number 39/2021, 40/2021 & 47/2021 in
coordinating Cloud services, secure data exchange and shared services
appropriately.
1.1 Policy Statement
Digital infrastructure such as GCI underpins the delivery of digital services. Rolling
out widespread, modern, and resilient infrastructure with sufficient capacity is key
to the development of the ICT sector in PNG.
The Government is determined to expand digital infrastructures to significantly
improve business continuity and quality of service delivery in the public sector. This
Policy contributes to this goal by enabling the Government (or public sector) access
to cloud computing and other technologies enabled by the cloud, including Artificial
Intelligence, Machine Learning, or the Internet of Things among others. This is
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essential for the creation of an environment that organically spurs development
and innovation.
Implementation of this Policy will require a proactive strategy to help government
departments integrate cloud capabilities quickly and efficiently. It represents a
significant step aiming to drive greater uptake of cloud services in the public sector
by adopting Cloud computing to promote a better approach to infrastructural
investments and efficient IT deployment in the public sector
1.2 Purpose
The purpose of this Policy is to guide users of cloud computing solutions in the
course of executing their duties as well as in the context of their organizational use
of cloud IT solutions that will interface with government departments and agencies
at national and sub-national level for sharing of data. The Policy outlines best
practices and provides a coordination mechanism on the consumption of Cloud
computing solutions that Government agencies and sub-national governments will
use to support the processing, sharing, storage, and management of their data.
The Policy is also aimed at addressing the challenges of acquiring and deploying IT
systems in the public sector. IT systems of some Government departments and
agencies at national and sub-national governments have significantly advanced
individually, while others are still struggling to effectively digitize their operations
due to a lack of resources for acquiring and deploying appropriate computing
resources. The PNG Government Cloud Policy will address the challenges faced by
government agencies and will guide agencies that have advanced in their use of
the cloud.
The specific challenges being experienced currently by majority of government
agencies that the Policy seek to address are:
I.
II.
III.

High cost of IT investments and poor sustainability of IT projects;
Shadow IT environment that is tough to manage, difficult to operate, and
nearly impossible to secure;
Inefficient and un-scalable IT environment;
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IV.
V.

Poor interoperability of IT systems and inability to effectively share
information and IT resources; and
The highly competitive environment
environment for local CSPs

and

lack

of

enabling

business

1.3 Scope and Responsibility
This Policy applies to the use of all cloud services by the Government agencies at
national and sub-national level, and its staff and individuals engaged by the
Government. It does not apply to State Owned Corporations and private
businesses/organizations
and
non-government
organizations,
but
it
is
recommended for their adoption.
All public sector agencies and departmental heads are responsible for ensuring that
this Policy is applied within their agencies. The compliance will be regularly
reviewed by each agency’s Risk and Audit Committee in liaison with the
Department of Information and Communications Technology as the lead Agency
providing oversight for the Policy implementation.
1.4 Rationale
Government Cloud Policy is vital to encourage uptake of cloud services by
Government agencies and ensuring agencies adopt cloud services where it is fit for
purpose, provide adequate protection of data and deliver value for money.
Cloud services are an emerging technology that has the potential to facilitate and
accelerate the growth of Papua New Guinea’s digital economy. It is a tool and a
catalyst that can accelerate the development across all the other sectors, and
public agencies and businesses are already using cloud services in Papua New
Guinea to drive better business outcomes, hence a need to properly coordinate its
use through a clear policy direction from the Government. Much of the Government
data has moved online and a policy direction is needed to protect it.
On a global scale, organizations and people have moved towards embracing cloud
services where billions of connected devices generate, process and use data every
day over the cloud infrastructure.
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Cloud computing will deliver value to agencies through increased business flexibility,
operational effectiveness, and improved visibility across business services and ICT
investments. The use of cloud technologies and techniques in ICT delivery provides
the agility, flexibility, scalability, and robustness required to operate in a digital
environment.
The government believes that digital transformation and innovation are crucial to
PNG’s economic prosperity. Cloud has the opportunity to provide:
● Technology, skills, and support that enables the digital transformation of
agencies;
● Cross agency collaboration and knowledge sharing to avoid reinventing the
wheel or duplication;
● Robust, secure, resilient, and agile technologies that are easier to consume
than to create; and
● Access to innovations from a broad range of commercial providers.
The Government Cloud Policy is a guideline under which Government agencies
operate in the Cloud environment. This policy would ensure the integrity and
privacy of the Government-owned data and information and are protected at all
times.
1.5 Objectives
The Government Cloud Policy has the following objectives:
●

Security – ensuring high level of protection for information, data and assets
stored in the cloud;

●

Consistency & Alignment– ensuring an holistic and whole of government
approach in the consumption of cloud service, consistent with Governments
national strategic objectives and priorities;

●

Modernization – enable modernization of Government ICT and digital
service delivery through lineage to update business processes for security
and consumption of cloud services, based on the following principles:
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○

make risk-based decisions when applying cloud security design services
for the cloud;

○

design services for the cloud;

○

use private cloud services as the default;

○

use as much of the cloud as possible;

○

avoid customization and use cloud services as they come if not sure;

○

take full advantage of cloud automation practices; and

○

monitor the health and usage of cloud services in real-time.

●

Procurement - strengthen the cloud procurement arrangements through
cloud procurement agreement (CPA) and others that will make the
responsibilities and accountabilities of Cloud service providers clearer;

●

Innovation – enable Government agencies to use new cloud capabilities
including Cloud computing, AI, machine learning, data analytics and other
emerging technologies by leveraging cloud services, and develop a platform
(e-Government Portal) to share knowledge and expertise of cloud products
and services, explore and develop shared platforms that different services
can use to reduce duplication

●

Optimal Commercial Outcomes – contribute to optimizing Government
commercial outcomes by using strategic partnerships with external and
internal cloud service providers (AWS, Dataco, among others), for the whole
of government CPAs referred to in this Policy.

The development of practical guidance is key to helping agencies develop the
knowledge, skills, and abilities needed to secure, adopt and manage cloud-based
services.
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1.6 Linkage
The Government Cloud Policy takes its cue from the PNG Digital Transformation
Policy 20201, and the direction from the Government2 to develop a Cloud Policy.
The Government Cloud Policy promotes
‘Private Cloud first’ for Government
agencies to make use of private cloud services as the default. Where private cloud
services are not suitable or available for an agency's use, Government sanctioned
cloud services can be used.

2. CLOUD OVERVIEW
As network speeds increase, the cost of storage decreases, and computing power
improves, the ability to offer large-scale remote computing services has become
very attractive. This hails the emergence and technological evolution of cloud
computing over the last 10 to 15 years.
The Cloud refers to numerous data centres managed by Cloud Services Providers
(CSP) (third party vendors) and located throughout the world that have installed
hardware necessary for providing cloud-based solutions accessible via the Internet.
Cloud computing is a type of computing where servers, networks, storage,
development tools, and even applications (apps) are enabled through the Internet.
Whereas organizations such as DICT, used to make major investments in data
centers to buy equipment, train staff, and provide ongoing maintenance, many of
these needs are handled by a CSP.
According to the US National Institute of Standards and Technology (NIST), there
are five key characteristics of cloud computing:
I.

Internet Access - A public cloud environment where users "plug into" the
data and applications via an internet connection giving any time, anywhere
access.

II.

Measured Service - Pay-as-you-go, where you only pay for what you use.
Think about how a utility company meters how much water, electricity, or
gas is used and charges based on consumption. The cloud is the same.

1
2

Cloud policy is one of the policy scope under Digital infrastructure
Development of Government Cloud Policy was an NEC direction from the PNG Government.
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III.

On-Demand Self-Service - Where services can be requested and
provisioned quickly, without the need for manual setup and configuration.

IV.

Shared Resource Pooling - Where cloud services use a multi-tenancy
model. This means a single application is shared among several users. So,
rather than creating a copy of the application for each user, several users, or
"tenants" can configure the application to their specific needs.

V.

Rapid Elasticity - Cloud platforms allow organizations to scale their resource
usage levels up or down quickly and easily as needs change.

Cloud Services offer many advantages such as lower costs, higher performance,
faster delivery of IT services, better IT security, increased scalability of services,
and more reliable disaster recovery and business continuity. On the other hand,
cloud services potentially generate corporate risks in addition to those that exist
with the electronic storage of data generally such as compliance-related difficulties,
sudden loss of service without notification, and intellectual property rights may be
compromised.
The regulation of cloud services is, therefore, necessary to protect the integrity and
confidentiality of certain national and sub-national governments Agencies and
Departments data and ensure the security of its corporate IT systems.
2.1 Cloud Architecture
Cloud architecture describes the systems architecture of the software systems
involved in the delivery of cloud computing. This system typically involves multiple
cloud components communicating with each other over a loose coupling
mechanism such as a messaging queue. Elastic provision implies intelligence in the
use of tight or loose coupling as applied to mechanisms such as these and others.
Cloud engineering is the application of engineering disciplines of cloud computing.
It brings a systematic approach to the high-level concerns of commercialization,
standardization, and governance in conceiving, developing, operating, and
maintaining cloud computing systems. It is a multidisciplinary method
encompassing contributions from diverse areas such as systems, software, web,
performance, information technology engineering, security, platform, risk, and
quality engineering.
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2.2 Cloud Deployment Models
This section defines and describes the three primary cloud computing deployment
models deployed by Cloud Service Providers to their customers and Governments;
I.

Public Cloud: Public Cloud refers to a type of computing in which a service
provider makes resources available to the public via the internet. These
services may be free or sold on-demand, allowing customers to pay only per
usage for the CPU cycles, storage, or bandwidth they consume. Connecting to
a public cloud means that a person is using an Internet connection to access
computing resources hosted on data centers managed by a third-party cloud
service provider, rather than owning and maintaining these resources on site.

II.

Private Cloud: A Private cloud is a cloud infrastructure operated solely for a
single organization, whether managed internally or by a third party and
hosted either internally or externally. Also called an internal or corporate
cloud, private cloud computing gives businesses many of the benefits of a
Public Cloud - including self-service, scalability, and elasticity - with the
additional control and customization available from dedicated resources over
a computing infrastructure hosted on-premises.
While Private clouds could deliver a higher level of security and privacy
through both agency’s firewalls and internal hosting, they are capital
intensive to maintain and when not maintained properly the heavily protected
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data becomes much less protected. Private clouds require the same staffing,
management, and maintenance expenses as traditional data center
ownership such as the one delivered in 2014 by Integrated Government
Information System (IGIS).
III.

Hybrid Cloud: A hybrid cloud is a computing environment that combines an
on-premises data center (also called a Private Cloud) with a Public Cloud,
allowing data and applications to be shared between them. This blurring of
public and private under the new hybrid cloud format that is described below
is where the industry is heading. Over time, we will no longer see a
delineation between "public" and "private" but instead, between "dedicated"
and "shared."
A Hybrid Cloud uses a combination of several different cloud environments.
Hybrid cloud often includes a combination of public cloud and private cloud,
frequently in combination with some on-premise infrastructure.

2.3 Cloud Service Models
There are three (3) main cloud service models3 that are used through public,
private, and hybrid clouds that the government will adopt. These include:
I.

Infrastructure as a Service (IaaS): is a cloud service model that
harnesses the integration of the traditional physical IT resources and
infrastructure combined with specialized infrastructure services that are
cloud-based. This model is where the computing hardware, such as
networking, processing, and storage are provided. In this context, the
customer simply rents servers and data storage in the cloud rather than
purchasing and maintaining its infrastructure. It thus has the ability to
control its own deployed applications, operating systems, and a set of
networking components if deemed necessary such as host firewalls. Iaas thus
provides a company or customer with the same technologies and capabilities
as a traditional data center, including full control over server instances.
Consumers such as DICT are responsible for managing aspects such as
databases, applications, runtime, security while the cloud provider manages
the servers, hard drives, networking, and storage. The Cloud provider (CSP)

3

Krutz & Vines (2010) in their paper cite these three models from NIST.
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e.g. AWS, Azure, etc controls and manages the elemental cloud infrastructure,
including the capabilities of the CSP to provide for the Cloud Computing
networks, server, storage, processing, and other primary computing
resources that will enable the deployment and running of arbitrary software
that comprises applications and operating systems.
II.

Platform as a Service (PaaS): Where bespoke operating system resources
are provided to enable large-scale coding solutions. Commonly used for many
mobile applications, web servers, and corporate data systems. This allows
companies or users the ability to access a pre-defined environment for
software development that can be used to build, test, and run applications.
This service allows for the development, operation, and management of
applications without the complexity of building and maintaining infrastructure.
This enables developers to focus on software development, as opposed to
spending much time on writing extensive code or managing software updates
or security patches. Examples of PaaS products include Google App Engine,
web servers, and SQL servers. PaaS is implemented on the cloud through a
virtual development platform and accessed via the internet over a web
browser.
The company or government agency is given the privileges to deploy its
applications onto the CSPs cloud infrastructure by using software
development tools and programming languages. The company has no control
or cannot manage the underlying cloud infrastructure such as storage,
networks, operating systems, and servers however they have control over
the hosting configurations of the environment and the applications they have
deployed.

III.

Software as a Service (SaaS): Where you are using Office365 or a Google
Drive document among others and not realizing are examples of SaaS. The
application itself is now remote and isn’t installed on your local device, apart
from a possible outer shell. With SaaS, a company accesses a specific
software application hosted on a remote server and managed by a third-party
provider. Since everything is provided on a subscription basis, the application
is accessed through a web browser, reducing the need for on-device software
downloads or updates. On-demand delivery of software applications, with
CSP hosting and managing the application and its underlying infrastructure.
The CSP runs applications on its cloud infrastructure that are made available
to the company. Web browsers create accessibility to these applications and
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the company has no control or management privileges to underlying cloud
infrastructure which encompasses storage, operating systems, servers,
networks, and in fewer instances the provision of customer-centric
applications with its configuration settings.
2.4 Cloud Benefits
Cloud services enable transformational opportunities across government operations,
enabling the delivery of citizen-focused services anywhere, anytime. Cloud allows
the government the opportunity to harness the investment and transformational
potential of cloud and enable the following benefits:
I.

Whole-of-government efficiencies: Reducing the cost of developing and
maintaining technology and reducing the duplication of capabilities across
government.

II.

Interoperability: Efficiently manage information across agencies and
classifications including between the Protected and Unclassified: DLM
domains where appropriate.

III.

Competition: This allows the Government to drive efficiencies through
competition and easily move services between competitive and innovative
offerings.

IV.

Interconnected Ecosystem: The GCI currently hosts the majority of
government department/agency ICT infrastructure, making it the launchpad
for departments/agencies looking to connect existing systems or workloads
to GCI (or Hybrid Cloud) services through dedicated data network
connectivity and cloud services. It enables agencies to share and collaborate
to reduce unnecessary duplication of ICT investment, or repetition of
procurement and development processes.

V.

Flexibility: Cloud allows business areas to rapidly tune their resource usage
based on demand, and eliminate the lead times that delay delivery.
Businesses using the cloud can leverage the latest technology innovations in
the market as soon as they become available, enabling experimentation
without big upfront investments. By consuming cloud services, the
government will have access to a range of programming models, operating
systems, databases, and architectures as well as supplier services available
through marketplaces provided by the public CSPs.
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VI.

Collaboration: As a community of government agencies, the GCI facilitates
collaboration and sharing that is difficult to achieve when ICT and Digital
service delivery is distributed

VII.

Rapid Elasticity: The on-demand model of Cloud allows government
agencies to rapidly scale up and down their infrastructure in line with enduser and developer needs, allowing the government to keep up with the
growing and changing citizen demands.

VIII.

High Availability: ICT services running in the cloud can be architected to be
highly available and resilient, ensuring fewer outages and less downtime by
leveraging constructs such as availability zones and autoscaling.

IX.

Real-time monitoring of cloud services provides a clear picture of the
health and status of the environments and can be used to drive behavior
accordingly. Running services in the cloud makes our services more visible. It
increases options for the delivery services with low-risk profiles and applies
greater focus and assurances around higher value information.

X.

Access to New Capabilities: Cloud services provide the government
agencies the foundations upon which to deploy more advanced capabilities
such as artificial intelligence and machine learning, as well as access to
continual updates and service improvements.

XI.

Automation: Platform and application automation can enable greater ease
of management across ICT environments as well as self-service provisioning
capabilities.

XII.

Focus on Service Differentiation: Cloud consumption enables government
departments/agencies to transition away from the undifferentiated heavy
lifting of managing infrastructure by consuming it as a service, allowing
greater focus on transforming services for citizens.

XIII.

Greater Security and Resiliency: Cloud environments can be configured to
track changes using logging and can make use of the latest security features
to reduce the likelihood of cyber-attacks and internal misconfiguration

XIV.

Cost Avoidance: Cloud services enable the government to pay for resources
used, on-demand. This can enable upfront cost avoidance on infrastructure
refresh and long-term cost savings as workloads are optimized in the cloud
environment.
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XV.

Business Agility: Cloud services support more agile development and
deployment practices, which can significantly reduce time to market if
processes are updated to make use of rapid provisioning.

XVI.

Centralization and Visibility: Strong governance of cloud services can help
to centralize ICT environments and provide clearer visibility of consumption
and costs.

XVII.

Operational
effectiveness:
Cloud
services
improve
operational
effectiveness through increasing availability and freeing up resources to focus
on business delivery rather than maintenance. Right-sized infrastructure
reduces costs for maintaining idle resources. Cloud automation allows
services to quickly restore after a failure and scale capacity up or down to
meet demand.

While the benefits listed above are achievable through all three models: Public,
Hybrid, and Private cloud, the easiest method is through a Public cloud. However,
the cloud environment is rapidly changing and the new Hybrid clouds will likely
bring the same benefits gained under a Private cloud to the more obtainable Hybrid
cloud model.

3. CLOUD SERVICES
Government will adopt and use three cloud computing models for the migration of
its IT systems into the cloud environment. These are:
I. Private Cloud (Government Private Cloud Infrastructure);
II. Hybrid clouds (Government Cloud Infrastructure) as a priority; and
III. Public cloud as the backup option for cloud services
The diagram below depicts how the government is planning to use cloud services.
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Fig.1 Hybrid Cloud or GCI available through dedicated data network and cloud connectivity from
Public and Private Cloud and delivered to government agencies through virtual private networks (e.g.
virtual private cloud). Source: DICT July 2021.

3.1 Public Cloud
This is the type of service that consumers tend to use and is almost synonymous
with the free services offered by Google, Amazon, and others.
3.2 Private Cloud
This cloud model is for companies or for the government sake, for agencies that
are concerned about sharing resources on a public cloud. It is implemented on
servers owned and maintained by the government and accessed over the internet
or through a private internal network.
This is a model that is recommended for the government to protect highly sensitive
data for government agencies. It's an on-premise cloud infrastructure hosted
locally. However, recent innovations by some of the large Cloud providers are
erasing the lines between Public and Private through Private cloud carve-outs in
public environments or Private cloud extensions.
In the current definition of Private cloud, it is a Government Private Cloud
Infrastructure (GPCI)/government-owned data center (such as the one launched in
2014 by Integrated Government Information System) or SOE’s (e.g. DataCo) and
other private businesses and NGOs owned which is a secured on-premise
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environment that can equally host the Government Cloud Infrastructure (GCI) or
Hybrid Cloud. The environment is managed and coordinated by the DICT as the
lead coordinating agency to different government agencies.
It's also an
environment where shared concerns involving high-level security are addressed by
enabling activities such as Secure Data Exchange (SDE).
3.3 Hybrid Cloud
In this policy, the Hybrid cloud is referred to as the PNG Government Cloud
Infrastructure (GCI). It is a secured cloud infrastructure composed of Public and
Private cloud or GPCI which is dedicated to the Government through a dedicated
data network and cloud connectivity which are managed by the DICT as the
coordinating agency for the whole-of-government so that government agencies can
consume cloud infrastructure in a highly efficient manner with a high standard for
physical security.
When computing and processing demand increases beyond an on-premises
datacenter’s capabilities, the government through the DICT uses this cloud to
instantly scale capacity up or down to handle excess capacity. It also allows DICT
or exceptional agencies to avoid the time and cost of purchasing, installing, and
maintaining new servers that they may not always need. These services have
evolved to meet the changing needs of national and sub-national government
departments/agencies.

C4. CLOUD SERVICE SELECTION
DICT is the coordinating agency that can use Public, Private, and Hybrid cloud
services selectively. This section will guide the selection of cloud services including
making cloud service decisions and the considerations that will influence service
selection. Agencies who wish to use cloud services will liaise with DICT.
4.1 Cloud Service Decisions
Government Agencies in consultation with the DICT as the lead coordinating
agency are to consider the three lenses - Strategy, Policy, and Cyber Security - to
inform their cloud service decisions.
I.

Strategy Lens – is driven by the Goals and Strategic Objectives of the
Department’s Corporate Plan and Digital Transformation Policy 2020. These
goals and strategic objectives are achieved through following the set goals;

Government Cloud Policy Final Draft edit JS160821

18

a. To establish and improve a nationally coordinated management and
promotion of secure electronic government services, particularly
Government to Government (G2G), Government to Business (G2B), and
Government to Citizen (G2C) through federation with standardization
principles and to enable and trigger the structured establishment and
consequently promulgate PNG’s digital economy.
b. To build national infrastructure, including software and applications
ecosystems required to facilitate digital government and other relevant
ICT facilitated service delivery for the benefit of the citizens.
c. To develop models, programs, and projects for digital government.
d. To develop benchmarks, standards, guidelines, and framework of
interoperability for digital government applications, systems, processes,
and organizations.
e. To develop, operate and maintain a national e-government system that
will enable seamless data collection, integration, shared services, and
authentication
II.

Policy Lens – is driven by the NEC Decision No. 39, 40, and 47 of 2021, PNG
Digital Transformation Policy 2020, and National Cyber Security Policy 2021.
These policy drivers state that the DICT be the coordinating agency:
a. for public sector cloud infrastructure and services specification, standards
and implementations;
b. for shared ICT services to all public bodies;
c. to commence forthwith the delivery of ICT shared services to all public
bodies through Virtual Private Cloud arrangement;
d. commence formulation of PNG Government Cloud Policy;
e. to coordinate the planning and implementation of all cloud-related
services;
f. for all public sector digital service implementation including alteration,
and procurement of new ICT and digital infrastructure and services,
effective of the date of this Decision;
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g. to provide regular updates on the implementation of the decision that
DICT be the coordinating agency in formulating Government Cloud Policy;
h. to take a whole-of-government
infrastructure and services;

approach

in

the

use

of

cloud

i. to secure government cloud to ensure a high level of security and
protection of highly sensitive/personal citizen data;
j. to develop practical guidance to help agencies develop knowledge, skills,
and abilities to choose, secure, adapt and manage cloud-based services;
k. to reduce duplication across government agencies and forgo the need for
expensive custom based solutions of on-premise infrastructure;
l. to make risk-based decisions for government agencies when applying
cloud security;
m. to take full advantage of cloud automation practice within government
agencies; and
n. to coordinate agencies to operate all private cloud services through GCI
and/or GPCI.
III.

Cyber Security Lens – is driven by Cybercrime Code Act 2016, National
Cyber Security Policy 2021, and Agency-specific security plans. The
cybersecurity drivers are:
a. Agencies must meet cyber security requirements outlined in the
Cybercrime Code Act 2016 and PNG National Cyber Security Policy 2021.
b. Agencies must consider the protective marking of their data and
implement security mechanisms that meet these data classification
requirements.

4.2 Workload Considerations
Several prompts signal when DICT, as the coordinating agency, must consider its
agency's ICT platform or service consumption options. These include:
I.

there is a major equipment/infrastructure refresh due;
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II.

there is a major software refresh due;

III.

there is an emerging defined need for cross-agency connectivity;

IV.

there is an opportunity to consume an application through software as a
service, or consolidate applications across agencies or department;

V.
VI.

existing solutions do not meet agency, staff, or customer needs; and
systems have limited support from staff or suppliers or are becoming
increasingly difficult to support.

When DICT is seeking a new cloud consumption option on behalf national and subnational government agencies or for any agency to be given cloud privileges after
meeting certain standards set by the department it must consider the following
factors:
a. Accessibility: Cloud services must be accessible for people with disabilities
and using the World Wide Web’s Web Accessibility Initiative which includes its
Web Content Accessibility Guidelines (WCAG 2 or above) and other
accessibility guidelines.
b. Capabilities: Government agencies may require specific capabilities (e.g.
artificial intelligence, machine learning) that require the consumption of
certain cloud services.
c. Cost-Benefit: An analysis must be conducted on the costs and benefits of
moving a workload to a new cloud environment. Assessment must include
value for money, fitness for purpose, a clearly defined business case (with
benefits realization reporting), the total cost of ownership (TCO), asset
impact, organizational impact, and technical environment impact.
d. Technical and Network Requirements: With considerations such as
enterprise architecture, bandwidth, response time, capacity, priority,
availability,
firewalling,
automation,
virtualization,
compatibility,
interoperability, and configuration.
e. Risk Management: Government agencies must undertake comprehensive
risk assessments, including network access, storage, and maintenance of
data or information and records held on other cloud/data centers.
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f. Cyber Security: The agency must ensure that the management of the cloud
service meets the security obligations as defined in the National Cyber
Security Policy 2021.
g. Skill Sets: The ability of the government agency team to support the cloud
service/s
h. Privacy: Ensure the laws and policies on information privacy and any other
applicable privacy laws and policies including the following are adhered to:
i.

Cybercrime Code Act 2016

ii.

PNG Cyber Security Policy 2021

iii.

Digital Transformation Act

iv.

Digital Transformation Policy 2020

v.

PNG Government Cloud Policy 2021

vi.

Data Governance Policy & Act

vii.

Data Privacy & Protection Act

i. Ownership: The government agencies must retain ownership and control of
all consumer data from the time it is created, and cloud service providers are
not permitted to access or use any consumer data for purposes other than
specified in the contract between the DICT or Agencies (Exceptional
authorized agencies) with the CSP’s
j. Insurance: CSPs should be appropriately insured including for public liability,
product liability, workers’ compensation, cybersecurity, and professional
indemnity.
k. Jurisdiction: as per NEC Decision Number 39, 40 & 47/2021, PNG DICT is
mandated as the exclusive jurisdiction of the agreement, including for any
disputes. The Cybercrime Code Act 2016, Digital Government Bill 2021,
National Cyber Crime Policy 2021, Data Governance, Privacy & Protection
Policy & Act are the primary considerations regarding the creation,
management, protection, and ongoing accessibility of records of public offices
in PNG. Sending records for storage with, or maintenance by, suppliers based
outside of PNG is permitted – provided that an appropriate risk assessment
has been conducted, and records are managed per all the requirements
applicable to State records.
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5. CLOUD SERVICE PROCUREMENT
As the DICT determines the appropriate mix of cloud services to suit government
agencies’ needs, the DICT will need to undergo procurement activities to source
these cloud services. Procurement of cloud services is governed by the NEC
decision number 39/2021 giving DICT the mandate on the whole-of-government
approach to coordinate public sector cloud services procurement.
This section will outline cloud service procurement requirements and considerations,
the role of the lead agency, sourcing, and contracting considerations.
5.1 Procurement Requirements and Considerations (PRC)
The PRC outlines the procurement process (Plan, Source, Manage, and provide
advice). Department of ICT take lead on navigating the procurement process
including:
I.

Plan: Best practices including when and how to approach the market;

II.

Source: Finding the right supplier, going to market, and awarding the
contract and for exceptional agencies ; and

III.

Manage: Fostering a relationship so suppliers can excel while meeting
obligations.

DICT manages, coordinates, and provides lead advisory roles to exceptional
agencies on how to plan, source, and manage cloud services.
5.2 Role of the Lead Agency
The DICT is the lead agency for the whole-of-government to manage, coordinate
cloud services from the CSPs as per the NEC decision number 39 of 2021, and
provide advisory roles to agencies on cloud.
The DICT must maximize its previous negotiation with vendors (CSPs). Based on
experience, the DICT can engage a panel of pre-qualified CSPs to provide a range
of Cloud solutions to assist in alleviating Government agencies’ demand for Cloud
services.
The DICT as the lead agency in managing and coordinating cloud services is
responsible for;
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I.

making informed decisions when procuring and coordinating ICT Services
such as cloud services to act for and on behalf of government agencies in
managing cloud services for the whole-of-government,

II.

source, contract, manage, and coordination of Cloud services for and on
behalf of the government agencies,

III.

liaising with NPC and in compliance to NEC Decision No. 39/2021 for the
procurement and coordination of cloud services for and on behalf of the
government agencies, and

IV.

Managing and coordinating exceptional departments who wish to procure
cloud services.

5.3 Cloud Procurement Agreement (CPA)
The DICT commenced the development of the CPA. The CPA is a collection of
government agencies’ procurement and consumption of cloud services, generally
via the public cloud. The CPA has been developed primarily to address forecast
growth in demand for IaaS and PaaS by certain government agencies but may also
facilitate consumption of other service types including professional services, hosted
security services, and SaaS depending on the specific contract.
A CPA for whole-of-government contracts typically incorporates a commercial
framework providing a range of benefits to buyers in recognition of the whole of
government volume. It also enables suppliers to provide a compelling and
standardized offer to eligible buyers, enabling transactions to be streamlined.
Benefits to buyers vary from contract to contract depending on volume, seller, and
the nature of services offered. Benefits may include:
I.

discounts off cloud services generally expressed as a percentage reduction off
government list prices,

II.

training and migration offer,

III.

enhanced support offerings,

IV.
V.

onsite technical support at a reduced cost, and
discounted professional services including cloud strategy, planning, and
migration support.
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CPA for whole-of-government will be facilitated by the DICT as per NEC Decision
Number 39 of 2021. Government agencies and departments will liaise with the
Department of ICT for the Cloud Services as well as other benefits.

6.

CLOUD SERVICE SECURITY

Government agencies must liaise with Data Governance Policy, PNG National Cyber
Security Policy 2021 in compliance with Cybercrime Code Act 20164, Digital
Government Bill 20215, and Data Privacy & Protection Act when protecting services
and data hosted using cloud services. This section will help agencies identify the
technology layers they are responsible for security, their security obligations as
well as security requirements based on data and Information Security clearance.
6.1 Security in the Cloud
Securing data in the Public and Private Cloud is a shared responsibility between the
DICT or an exceptional agency and its CSP (eg; AWS, Azure, or another company).
The CSP is responsible for security ‘of the Cloud’, whilst the DICT or the Agency is
responsible for security ‘in the cloud’. The tables below outlines the delineation of
this responsibility across cloud consumption models:

4
5

Technology Layer

Infrastructure as a
Service (IaaS)

Platform as a
Service (PaaS)

Software as a
Service (SaaS)

People

PNG DICT

PNG DICT

PNG DICT

Data

PNG DICT

PNG DICT

PNG DICT

Applications

PNG DICT

PNG DICT

CSP

Operating Systems

PNG DICT

CSP

CSP

Virtual Networks

PNG DICT

CSP

CSP

Hypervisors

CSP/DICT

CSP

CSP

Servers and Storage

CSP/DICT

CSP

CSP

Physical Networks

CSP/DICT

CSP

CSP

Information available on Data Interference and Data espionage in the Cybercrime Code Act 2016
Information available on Data Security in the Digital Government Bill
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The DICT and exceptional Agencies should refer to the table above to understand
the technology layers they are responsible for securing and refer to the Data
Governance Policy and Digital Government Bill 20216 to understand the
requirements and considerations to apply across each of these areas.
6.2 Security Requirements and Considerations for the Cloud
The PNG Data Governance Policy, National Cyber Security Policy 2021, and
Cybercrime Code Act 20167 outlines mandatory requirements to appropriately
manage cybersecurity risks including:
● Conduct cybersecurity risk assessments and include identified risks in the
PNG Government agency’s overall risk management framework
● Agencies remain accountable for the cyber risks of their ICT suppliers and
ensure the suppliers also comply where relevant, including notification of
security incidents
● Agencies must implement regular cybersecurity education for all employees,
contractors, and outsourced ICT service providers
● Agencies must have any crown jewel systems at a minimum covered by a
Cyber Security Framework (CSF) or Information Security Management
System (ISMS) compliant with or modeled on an appropriate commonly used
standard (E.g. ISO27001) Cyber Security requirements are built into the
procurement process and the early stages of projects and the system
development life cycle (SDLC) including agile projects.
● Ensure new ICT systems or enhancements include processes for audit trails
and activity logging to assess the accuracy and integrity of data, including
processes for internal fraud detection.
The Data Governance Policy and Cyber Security Policy addresses the
guidelines, applicable to cloud services, which include:
● Maintaining availability and business functionality;
● Protecting data from unauthorized access by a third party;

6
7

Information on National or Central Electronic Data available on the Digital Government Bill
Security issues associated with Data Interference and Data espionage in the Cyber Crime Code Act 2016

Government Cloud Policy Final Draft edit JS160821

security

26

● Protecting data from unauthorized access by the supplier’s customers;
● Protecting data from unauthorized access by rogue supplier employees.
6.3 Range of Security Clearance
For electronic data governance across the whole of government, regulations must
be made relating to accessing electronic data and the classification of electronic
data. The government Range of Security Clearance details how government
agencies can correctly assess the sensitivity and security of the data and
information and classify, label, and handle it safely.
Security Classifications, Labelling, and handling indicate the sensitivity of data and
information and the need to defend against a broad range of threats to it. Each
Classification, Labelling, and handling will attract a level of security controls
appropriate for managing the data and information risks involved.
The government security clearance of its data or information takes its cue from the
NEC Manual8 and Digital Government Bill 20219 and aligns closely with
Commonwealth Protective Security Policy Framework and security classification of
other countries. Depending on the sensitivity of the data or information, this policy
has classified the data into two categories;
I.

PUBLIC DATA - Data/information which is not sensitive and which is freely
available to anyone is classified as "Public data/information". Security
requirements for "Public" data/information are minimal. Such documents may
be freely accessible but not modifiable by the public. Having access to public
data and information doesn't have any cause for improper handling. The
Information or Data may include but is not limited to their Mission, Vision,
and Goals, What they do, what services they provide, downloadable forms or
documents, etc.

II.

RESTRICTED DATA - Information or Data that requires security protection
other than that determined to be Top Secret, Secret or confidential. Three
classifications of Restricted Data;
a. Confidential Data - Data and information that is somewhat sensitive.
Unauthorized disclosure, modification, inaccuracy, or incompleteness of
confidential data and information may cause administrative

8
9

Range of Security Clearance information available on the NEC Handbook
Information available on Data Security and Data Governance in the Digital Government Bill
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embarrassment or difficulty, or would be advantageous to a foreign
power.
b. Secret Data - Data and information which is highly sensitive.
Unauthorized disclosure, modification, inaccuracy, or incompleteness of
secret data and information would be expected to cause serious injury
to the interests or prestige of the nation, or would be of great
advantage to a foreign nation, or might endanger a source. Adequate
data and information security controls must be in place at all times to
protect such data and information.
c. Top Secret Data - Information or Data, the unauthorized disclosure of
which would cause exceptionally grave danger to the Nation or would
disclose the identity of the secret source of Data and information.
Maximum security controls must be in place at all times to protect such
data and information.
The classification of the electronic data and information aligns closely with that of
the Digital Government Bill 202110 and in the bridge of this can be prosecuted
under this Act.
6.3.1 Public Data and Information Sensitivity Classification
Information or data, that any person can access, use, and share if disclosed or
accessed without proper authorization are unlikely to cause any harm or negative
impacts to organizations, persons, and/humanitarian actors11.
Information &
Data Sensitivity
Classification

PUBLIC

10
11

Description
Departments and Agencies data and information that
is available for anyone to see and is often made
available via the agencies websites, if the
unauthorized disclosure, alteration, or destruction of
the data could result in little or no risk to the
government

Information available on Data Security and Data Governance in the Digital Government Bill
A list of information and sensitive data available to the public both downloadable and available on the website
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6.3.2 Restricted Data and Information Sensitivity Classification
Restricted data or information that is not openly accessible to the public. It is only
accessible to authorized persons only. If disclosed or accessed without proper
authorization, they are likely to cause minor to serious reputational damage to
departments, National Interest, financial loss, legal actions, compromise of National
Interest, etc. Maximum security controls must be in place at all times to protect
such data and information.
Information &
Data Sensitivity
Classification
CONFIDENTIAL
DATA

SECRET DATA

TOP SECRET
DATA

Description
Majority of the data and information is created or
processed by the public Sector. This includes routine
business operations and services, if unauthorized
disclosure, alteration, or destruction of the data could
result in a moderate level of risk to the government
Very sensitive data and information that justifies
heightened protective measures to defend against
determined and highly capable threat actors. For
example, if unauthorized disclosure, alteration, or
destruction of the data could result in a high level of
risk to the government.
PNG Government's most sensitive data and
information requiring the highest level of protection
from the most serious threats. For example, if the
unauthorized disclosure, alteration, or destruction of
the data could result in a significant level of risk to
the government.

Sensitivity

MEDIUM

HIGH

VERY
HIGH

The Government's Range of Security Clearance is currently being updated to be
consistent and aligned with other countries including the PSPF. The PNG National
Cyber Security Policy 2021 requires agencies to adhere to these standards and
guidelines
6.4 Security Clearance
Any person engaged in the preparation, distribution, receipt, or use of classified
Data and Information must have appropriate clearance. This includes Agency IT
officers, IT Managers, Ministerial personal staff, local and international consultants
including persons receiving documents for any reason not stated or other reasons,
e.g; for comments, follow-up actions, etc.
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